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1.0 Overview

The ITSM Service Request Management (SRM) application (commonly known as Remedy)
is a web portal for creating, approving and tracking service requests submitted to the
California Department of Technology (CDT). This document is an addendum to the SRM
User Guide for Submitters and provides some additional examples of how CDT customer

may submit Service Requests.

2.0 Additional Service Request Examples

Within Section 2.0 of the SRM Submitters User Guide, the example presented to submit
a service request utilized the service request titled “Other”. This addendum provides

similar information regarding the steps to submit some additional SRDs.

2.1 Create a CalCloud Services Service Request

All users are able to submit a CalCloud Services service request using any of the following

methods:

1. Click CalCloud Services from the list of popular requests on the console. (Figure
2.1.1). If there is more than one page, click the Next Page or Previous Page arrows, or

select a page from the drop-down list.

NOTE: Since the system will adjust the contents of the Popular Requests screen
based on usage during a specific period of time, the CalCloud Services option may

not be available when you navigate to this screen.
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Popular Requests
@ User ID & Password Maint

52;1 TMS Raised Floor Activity Request - Gold Camp
@ Non-Expiring RACF Password

eOther

£ 258 RACF Customer Authorization Form

=

[Figure 2.1.1: CalCloud Services request in the Popular Requests panel]

2. Enter “CalCloud” in the Search field and click the Search icon (Figure 2.1.2). Or select
the “CalCloud Services” entry from the type-ahead window. The search results show

only requests that you are permitted to submit.
r

Request Service (Requesting On Behalf Of Rogene Sears)
( calcloud LI . Favorites - Gl' Popular iif  Browse )

Knowledge Articles

No knowledge articles to display
Requests
£ CalCloud Services

— To request a cost estimate, begin the onboarding
process or discontinue services

[Figure 2.1.2: Finding CalCloud Services service request using Search button]

3. If“CalCloud Services” service requests have been saved under Favorites, click the
down arrow next to the Favorites link and select CalCloud Services. Click Request

Now from the favorites panel to submit the service request. (Figure 2.1.3)
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To request a cost estimate, begin the onboarding process or
discontinue services

Request Now | Add to Cart | Remove

[Figure 2.1.3: Creating CalCloud Services service request from Favorites link]

4. Browse through the request Categories and Sub-Categories to find a CalCloud
Services service request under the Infrastructure Services category. Click Request
Now (Figure 5.1.4) and the form for CalCloud Services appears. User contact details,
such as phone number and email address, are pre-filled. Required fields are in bold

to identify information that must be entered to successfully submit the request.

r |
Request Service (Requesting On Behalf Of Rogene Sears)
( @) -~ Favorites ~ ( Popular l # Browse )
All Categories
.-.'f. Infrastructure Services o
@  network Services
:ﬁ Software Services
=1 Email/Mobile Services
ﬁ Professional Services
> Service Desk Services
° Other Services

I Available Requests I

258 RACF Customer Authorization Form

Add/Remave Real Server from OTech- CalCloud Services (new) wuf

Managed Server Farm ék Description:
cllou

ADDM Scan/Discovery Exclusion Request Tp reqL_lest a oosrt estimate, begin the onboarding pro or
~—= discontinue services

Admin/RDP Access to Windows Server(s)
CalCloud Services e .
- =] ‘ |q“'¢; Request Now % AddTo Cart ‘

Enterprise Linux Application Hosting Service

[Figure 2.1.4: Creating CalCloud Services service request]

5. Enter the following information to the service request form.

a. The date when you need the request to be fulfilled.
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b. Answers to questions that have been provided. Depending on your response
to a question, the system might display additional questions.

c. (Optional) Attachments, such as a Microsoft Word document containing
information relevant to CalCloud onboarding. Click the Add icon underneath
the Required Completion field to browse to the location of the file on your

computer. A maximum of three files can be attached to a request.

The following table (2.1) shows the fields of the CalCloud Services service request form.

1. Required Completion
2. Billing Prefix
3. Account Code
4. Approver

Choices: List of approvers of your department
5. Second Approver

Choices: List of approvers of your department
6. Third Approver

Choices: List of approvers of your department
7. Are yourequesting a Cost Estimate:

Choices: Yes, No - Does not require a cost estimate, No - I have received a cost
estimate

Selecting “No - I have received a cost estimate” dynamically adds the following
field

7.1 Cost Estimate Amount
8. What s the nature of your request

Options: New Service, Modified Service, Discontinue Service, Other
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9. Whatis your approved budget amount?

10.1 understand that OTech will charge my department the applicable rates
and/or pass-through charges for the services being requested

11.Have you completed and attached the CalCloud Tenant Onboarding
Questionnaire?

Choices: Yes, Not Applicable

12.Have you completed and attached the CalCloud Portal User Setup
Questionnaire?

Choices: Yes, Not Applicable
13.Summarize your request

14.Request Details

[Table 2.1: Fields of CalCloud Services (new) service request form|]
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The following screenshot (Figure 2.1.5) shows the CalCloud Services request form.

" CalCloud Services x

Cost Estimate Amount

What is the nature of your request?
=

What is your approved budget amount?

my department the applicable rates

services being requested. *

Have you completed and attached
the CalCloud Tenant On-boarding
Questionnaire? *

Have you completed and attached
the CalCloud Portal User Setup
Questionnaire?™*

Summarize your request™

Request Details

I Summary I

Requested By  |[Shannon Warren Phone Edit ‘

Requested For  |Rogene Sears Email

Required Completion i

Attachments: o

¥ o Instructions
Billing Prefix * MN -
Account Code 001
Approver * Jamie Mangrum -
Second Approver * Phil DeLeon -
Third Approver * Mone -
Are you requesting a cost estimate?* O Yes O No - Does not require a cost estimate

® Mo - I have received a cost estimate

15,000
Mew Service v
515,000

Depending on what you are requesting, a budget amount may be required. (Examples: New server
or software license). Leaving this blank may result in delays or rejection of this request.

I understand that OTech will charge @ Yes

and/or pass-through charges for the pjoocq check our rates.

Yes O Not applicable

The CalCloud Tenant On-bearding Questionnaire is required for this request.
@ Yes O Not applicable

The CalCloud Portal User Setup Questionnaire is required for this request.

Two Large Virtual Servers

Request details are added to this location.

Add To Cart | Save As Draft

Submit

[Figure 2.1.5: Fields of CalCloud Services service request form]

6. Click Save as Draft if additional information is being gathered to submit the request.

The request will appear in the list of requests in draft mode and can be submitted at

a later date.
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7. To view a summary of the information entered, click Summary (Figure 2.1.5) in the
lower left corner of the service request form. To print a summary, click the Print link

at the top right of the Summary page (Figure 2.1.6).

Summary Print
Request Name: CalCloud Services
Expected Completion: 2/5/2016 11:44:22 AM
Requested By: Shannon Warren
Requested For: Rogene Sears
Phone:
Email:

Provided Information

Billing Prefix * : MN

Account Code : 001

Approver * : Jamie Mangrum
Second Approver = @ Phil DeLeon
Third Approver * : None

Are you requesting a cost estimate?™ :

No - I have received a cost estimate

Cost Estimate Amount 415,000
What is the nature of your request? * : New Service
What is your approved budget amount? : $15,000

I understand that OTech will charge my department the Yes
applicable rates and/or pass-through charges for the services
being requested. * :

Have you completed and attached the CalCloud Tenant On- Yes

boarding Questionnaire? * :

Have you completed and attached the CalCloud Portal User Yes

Setup Questionnaire?™ :

Summarize your request® : Two Large Virtual Servers

Request Details: Request details are added to this location.

Back

[Figure 2.1.6: Summary page of a CalCloud Services service request form|

8. Click the Back button from the Summary page to return back to CalCloud Services
form.

9. Click Submit to submit the service request.

10. Check the My Requests pane to ensure that the CalCloud Services service request was
submitted and that the Status of the service request is Waiting Approval. (Figure
2.1.7)
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Select a view (@) My Reguests () All Requests
Show | Al j Q¥
1-2af2

CalCloud Services Two Large.__.

Request ID:  REQ000002101108
Submitted: 1/28/2016 9:30:29 AM

Request Again | Cancel | Details

[Figure 2.1.7: My Requests pane showing the “Submitted” status of CalCloud Services

service request]

2.2 Create a Professional Services Service Request

All users may submit a Professional Services request. This service request is meant for

requesting consulting services from CDT.
Professional Service requests can be created using any of the following approaches.

1. Service requests can be created in one of three methods: Select Professional Services
from the popular requests section of the console. Click More to view additional
requests. If there is more than one page of previous requests, click the Next Page or
Previous Page arrows or select a page from the drop-down list to view additional

requests.

NOTE: Since the system will adjust the contents of the Popular Requests screen
based on usage during a specific period of time, the Professional Services option may

not be available when you navigate to this screen.
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The screenshot below shows the Professional Services request in the Popular Requests

panel (Figure 2.2.1).

Popular Requests
E User ID & Password Maint

4, TMS Raised Floor Activity Request - Gold Camp
=
@ Non-Expiring RACF Password

QOIher

"’]'“

— 258 RACF Customer Authorization Form

l

[Figure 2.2.1: Professional Services request in the Popular Requests panel]

2. Enter “Professional” in the Search field and click the Search icon or select the
“Professional Services” entry from the type-ahead window. The following screenshot

shows the result of the search (Figure 2.2.2).

Request Service (Requesting On Behalf Of Rogene Sears)
professional services Q ) “ - Favorites + GI' Popular i  Browse )
Knowledge Articles
No knowledge articles to display
Requests
m Professional Services (new) Geographic Information System (GIS) Services
Request for various types of consulting (e.g., design), H Request for Geographic Information Systems (GIS) Map
training, security assessment or project management Services, GIS Applicaticn Hosting, and Geocoding.
services.
A...

[Figure 2.2.2: Finding Professional Services request using Search field]

3. If “Professional Services” have been saved under Favorite service requests, click the
down arrow next to the Favorites link to locate Professional Services (Figure 2.2.3).

Click Request Now from the favorites panel to initiate the service request.
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o obowe )|

CalCloud Services (new)
To request a cost estimate, begin the onboarding process or
discontinue services

Request Now | Add to Cart | Remove

7
Professional Services (new)

Request for various types of consulting (e.g., design), training,
security assessment or project...

Request Now | Add to Cart | Remove

[Figure 2.2.3: Creating Professional Servicesrequest from Favorites link]

4. Another method to locate service requests is by browsing through the request
Categories and Sub-Categories. “Professional Services” service request is available
under All Categories. Click Request Now and (Figure 2.2.4) the form for the
Professional Services appears. User specific details, including phone number and
email address are pre-filled. Required fields in bold will help the user identify

information required to be provided to successfully submit the request.
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Request Service (Requesting On Behalf Of Rogene Sears)

( L' </ Favorites ~ ( Popular |5! Browse )

All Categories

Infrastructure Services
Network Services

Software Services
Email/Mobile Services
Professional Services o

Service Desk Services

0¥ ES>=

Other Services

I Available Requests
Professional Services (new) .
Professional Services (new) ¢

W Description:
Request for various types of consulting (e.g., design), training,
security assessment or project management services.

o

¥, AddTo Cart

T+ ] ‘ |45y Request Now

[Figure 2.2.4: Creating Professional Services service request]

5. Enter the following information in the service request form.

a. The date when you need the request to be fulfilled.

b. Answers to questions/request for data that are part of the service fulfillment
process. Depending on a response to a question/request for data, the system

might display additional questions.

c. (Optional) Attachments, such as a Microsoft Word document containing
additional information about the professional services you are requesting.
Click the Add icon underneath the Required completion field (Figure 2.2.5) to
browse to the location of the file on your computer. A maximum of three files

can be attached to a request.

Page 12



Service Request Management (SRM) User Guide for Submitters

Requested By |Shannnn Warren

Requested For |Shann1:|n Warren Email

Required Completion ‘ E

[Figure 2.2.5: Attaching a file to service request]

The following table (2.2) shows the fields on the Professional Services form

1. Required Completion
2. Billing Prefix
3. Account Code
4. Approver
Choices: List of approvers of your department
5. Second Approver
Choices: List of approvers of your department
6. Third Approver
Choices: List of approvers of your department
7. Do you wish to expedite the request?
If answer to the above question is Yes, the following field appears
7.1 Expedite Fee: $515
8. Are yourequesting a Cost Estimate:

Choices: Yes, No - Does not require a cost estimate, No - [ have received a cost
estimate

Selecting “No - I have received a cost estimate” dynamically adds the following
field
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8.1 Cost Estimate Amount
9. Whatis your approved budget amount?

10.1 understand that OTech will charge my department the applicable rates
and/or pass-through charges for the services being requested

11.What kind of consulting are you requesting?

Choices: California PMO, Geospatial Information Systems (GIS), IT Architectural
Services, ITPOD, Networking, OTech Projects, Performance, Security, Statewide
Technology Procurement Division (STPD), Troubleshooting, Web Development
and Design.

12.Summarize your request

13.Request details

14.How many hours are you going to need?
15.Contract start date

16.Expected contract end date

[Table 2.2: Fields of the Professional Services form|]
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Professional Services (new) X |

Requested By |Shannc|n Warren Phone Edit |
Requested Far |Hugene Sears Email
Required Completion | @
Attachments: 0
¥ o Instructions A
Billing Prefix * [an | -
Account Code 002
Approver * | Phil DeLeon | -
Second Approver * |\Jam|‘e Mangrum | v
Third Approver * |'N0ne | v
Do you wish to expedite this request? O No ® Yes
Expedite Fee $515
Are you requesting a cost estimate?* O Yes O Mo - Does not require a cost estimate

I understand that OTech will charge Yes
my department the applicable rates

and/or pass-through charges for the pjo oo check our rates.
services being requested. *

What kind of consulting are you Troubleshooting |~
requesting? * J
Summarize your request™ Troubleshooting

Request details™ Troubleshooting details will go here.

How many hours are you going to 20
need? *

Contract start date

Expected contract end date

| Add To Cart Save As Draft Submit

[Figure 2.2.6: Example of a Professional Services request form]

6. Click Save as Draft if additional information is being gathered to submit the request.
The request will appear in the list of requests in draft mode and can be submitted at

a later date.
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7. To view a summary of the information entered, click Summary (Figure 2.2.7) in the

lower left corner of the service request form. To print a summary, click the Print link

at the top right of the Summary page.

Professional Services (new) x

Summary
Request Name: Professional Services (new)
Expected Completion: 2/5/2016 11:53:44 AM
Requested By: Shannon Warren
Requested For: Rogene Sears
Phone:
Email:

Print

Provided Information
Billing Prefix * :
Account Code :
Approver * :
Second Approver * :
Third Approver * :
Do you wish to expedite this request? :
Expedite Fee :
Are you requesting a cost estimate?™ :
Cost Estimate Amount :
What is your approved budget amount? :
I understand that OTech will charge my department the
applicable rates and/or pass-through charges for the services
being requested. * :
What kind of consulting are you requesting? * :
Summarize your reguest™ :
Request details™ :
How many hours are you going to need? * :
Contract start date :
Expected contract end date :

Back

AH

002

Phil DeLeon
Jamie Mangrum
None

Yes

$515

Mo - I have received a cost estimate
$5,000

$5,000

Yes

Troubleshooting

Troubleshooting

Troubleshooting details will go here.
20

[Figure 2.2.7: Summary page of a Professional Services request form]

8. Click Back to return to Professional Services form.

9. Click Submit to submit the service request.

10. Check the My Requests pane to ensure that the service request was submitted and

that the Status of the service request indicates Submitted (Figure 2.2.8).
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My Requests B~
¥ Request View

Select a view (@) My Requests () All Requests
Shaw |AII j Q¥
1-30f3

Professional Services (new) Training
Request ID:  REQO00002101111
Submitted: 1/28/2016 10:12:23 AM
For: ROQE!HE! Sears

Status: Submitted

Request Again | Cancel | Details

[Figure 2.2.9: My Requests pane showing the submission of Professional Services SR]

2.3 Create Firewall Service Request

CDT customers are able to submit Firewall service requests using any of the following

methods:

1. Firewall service request can be submitted using one of four methods:
a. One way to submit is to click Firewall from the list of popular requests on the
console (Figure 2.3.1). If there is more than one page, click the Next Page or

Previous Page arrows, or select a group from the drop-down list.

NOTE: Since the system will adjust the contents of the Popular Requests screen

based on usage during a specific period of time, the Firewall option may not be

available when you navigate to this screen.
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Request Service

C Q) "~ Favorites + “' Popular |iii Browse )

— ' L3

Accessing information is as easy as 1-2-3

All from your home screen!
There are many ways of navigating your way around the SRM
home screen, for example:

G Easily take action on previously submitted requests
9 Quickly scan the list of most often added requests
e Knowledge articles allow you to find answers on your own

Just to name a few!

Popular Articles Popular Requests

(% Report an Incident

User ID & Password Maint

& Professional Services (new)

4.2 CalCloud (new)

[Figure 2.3.1: Firewall services request in the Popular Requests panel]

b. Another way to submit a Firewall service request is to enter “Firewall” in the
Search field and click the Search icon or select the “Firewall” entry from the
type-ahead window. The following screenshot shows the result of the search

(Figure 2.3.2).
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Request Service
( _firewalll e ) . Favorites ~ (“' Popular | i Browse >
Knowledge Articles
No knowledge articles to display
Requests
€'¢ IP Address Services for OTech Devices Firewall (new)
Assign an IP Address, return an IP Address, or other IP Request for firewall configuration additions, changes,
Address service for Gold Camp devices (134.3.x.x, and deletions for access control to servers and networks
205.225.X.X).... using...
[ Open Systems Storage (MAS) Request g Router Access List Request
~ Request new allocation of storage resources for open Open port, close port, change Access-List (ACL) for
systems. Refer to the routers (not firewalls). Please attach the
Remove Campus Network Cl Managed Firewall Offering
®  This request is to remove a Network CI (switch, router, Request for OTech to provide New Managed Firewall
firewall). This does NOT include CGEN devices! Services: Assess, Procure, Configure, Install, Refresh
and Ongoing...

[Figure 2.3.2: Searching Firewall service request using Search feature]

c. Another way to submit a Firewall service request is from the Favorites drop
down window. If “Firewall” has been saved as a Favorite service request, click
the down arrow next to the Favorites link to locate Firewall. Click Request
Now from the favorites panel to initiate the service request.

) el

¢ Favoites v (%' Popular

Firewsll (new)
Request for firewall configuration additions, changes, and
deletions for access control to senvers...

#H&mﬂhhul Add to Cart | Remove

[Figure 2.3.3: Creating Firewall request from Favorites link]

d. Another way to submit a Firewall service request is to browse through the
request Categories and Sub-Categories to find a Firewall service request

under Network Services category. Click Request Now (Figure 2.3.4) and the
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form for Firewall appears. User contact details, such as phone number and

email address, are pre-filled. Required fields have an asterisk next to the field.

Request Service
C @) ) Faverites ~ | (*° Popular | Browse )
All Categories
B Dept of Technology Employee Services Sub-Categories »
.«!f. Infrastructure Services
W
Software Services

= Email/Mobile Services

ﬁ Professional Services

#*  gervice Desk Services

0 Other Services

Available Requests

CGEN Bandwidth Utilization Reporting

CGEN Device Management and Monitoring Firewall (new) - 4

CGEN IP Addressing ‘ Description: ) N )
] Request for firewall configuration additions, changes, and deletions

CGEN Network Route Statement g for access control to servers and networks using restrictions on

ports and source and/or destination IP addresses.

DNS Services w 9
ooy (0 4 m
'- F ‘ 4ty Request Now | % AddTo Cart ‘

Infoblox Access Request

IP Address Services for OTech Devices

[Figure 2.3.4: Creating Firewall service request]|

The following table shows the fields of the Firewall service request form.

1. Required Completion
2. Billing Prefix*
3. Expedite Options
Choices: Show
If Show is checked the following fields are added to the form dynamically

3.1 Expedite Fee
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3.2 Do you wish to expedite this request at this fee?
Choices: No, Yes
4. Approver*
Choices: List of approvers of your department
5. Secondary Approver*
6. Third Approver*
7. Account Code
8. Summary
9. Request Details
10.Firewall Table
10.1 Action
Choices: Add, Remove
10.2 Address Translation
Choices: NAT, None, PAT
10.3 SOURCE
10.3.1 Source Function

Choices: Appliance, Application, DB, Infrastructure, Mainframe, Printer, User
Internal, User Public, Web, Web/App, Workstation

10.3.2 Source IP Type
Choices: IPv4, IPv6

If IPv6 is selected, the Source IP Address field changes from 4 input fields to
single input field. Also, the Source Subnet Mask Address field changes from a
combo box to an input text field.

10.3.3 Source IP Address

Four fields if IPv4 is selected as Source IP Type. If IPv6 is selected as Source
IP Type, it is a single input field. An example entry for IPv4 Source IP Type is
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10.10.10.50

10.3.4 Source Host Name

10.3.5 Source Net Mask

Choices: Host, Network.

If Network is selected, the following field is dynamically added to the field.
10.3.6 Source Subnet Mask Address

Choices: /16 (255.255.0.0), /17 (255.255.128.0), /18 (255.255.192.0), /19
(255.255.224.0), /20 (255.255.240.0), /21 (255.255.248.0), /22
(255.255.252.0), /23 (255.255.254.0), /24 (255.255.255.0), /26
(255.255.255.192), /26 (255.255.255.192), /27 (255.255.255.224), /28
(255.255.255.240), /29 (255.255.255.248), /30 (255.255.255.252)

10.4 DESTINATION
10.4.1 Destination Function

Choices: Appliance, Application, DB, Infrastructure, Mainframe, Printer, User
Internal, User Public, Web, Web/App, Workstation

10.4.2 Destination IP Type
Choices: IPv4, IPv6

If IPv6 is selected, the Destination IP Address field changes from 4 input
fields to single input field.

10.4.3 Destination IP Address

Four fields if IPv4 is selected as Destination IP Type. If IPv6 is selected as
Destination IP Type, it is a single input field. An example entry for IPv4
Destination IP Type is 10.10.10.50.

10.4.4 Destination Host Name
10.5 Do you need a range of ports?
Choices: No, Yes

If Yes is selected, the following fields dynamically added to the table
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10.5.1 Port-Begin
10.5.2 Port-End
10.5.3 Max
If Max is checked, Port-End defaults to 65535.
10.6 Protocol
Choices: AH, ESP, GRE, ICMP, IP, TCP, UDP
10.7 Port
10.8 Destination Net Mask

Choices: Host or Network. If Network is selected, the following field is
dynamically added.

5.15.1 Destination Subnet Mask Address

Choices: /16 (255.255.0.0), /17 (255.255.128.0), /18 (255.255.192.0), /19
(255.255.224.0), /20 (255.255.240.0), /21 (255.255.248.0), /22 (255.255.252.0),
/23 (255.255.254.0), /24 (255.255.255.0), /26 (255.255.255.192), /26
(255.255.255.192), /27 (255.255.255.224), /28 (255.255.255.240), /29
(255.255.255.248), /30 (255.255.255.252)

10.9 Add
10.10 Clear
11.Results Table
11.1 Preferences
Choices: Add Column, Remove Column, Set Refresh Interval, Reset, Save
11.2 Refresh
11.3 Report
11.4 Select All
11.5 Deselect All

11.6 Delete Selected
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11.7 Copy Selected
11.8 Copy to Source IP

11.9 Copy to Destination IP

[Table 2.3: Fields of the Firewall form]

*Required Fields.
Completing the Firewall request form is a multi-step process.

The first step is to enter the first Firewall request entry into the table shown as follows.

Custom and Mapped Data

Required Completion | E

Attachments: ()

Billing Prefix* BS - Expedite Options ] Show

-~
-

Approver®

Second Approver® |

4

-

Third Approver® | J

Agction Do you need a range of ports? Address Translation
| ada | e et =
Source Function Source IP Type Source |P Address Source Host Mame

[wen x| |ipua o ] o ] i ] o] [sourceHost
Source Met Mask

Source Subnet Mask Address
MNetwork A |a’24 (255.255.255.0) hd
Destination Function Destination |IP Type Destination IP Address

Destination Host Mame Protocol  Port

[web | |ipva wfo | o ] o | o | |pestrestt |Tcp |~ Jjso

Destination Met Mask Destination Subnet Mask Address
MNetwork j |:’24 (255.255.255.0) j

Add | clear |

0 of 0 results Preferences » Refresh

Protocol Policy

Function... Host Na... | IP- Source | Function...| Host Na... | IP - Detin... | Port

Delete Selected || Copy Selected | Copy to Source IP | Copy to Destination IP |

[Figure 2.3.5: Firewall request entry table in the Firewall form]
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2. Once you click Add, the firewall entry is shown in the bottom table. If the firewall
entry is allowed by OTech policy, it will be displayed as green and the Policy field
will display Allowed as shown in Figure 2.3.7. If the policy is conditional, the firewall
entry is shown in orange color (Figure 2.3.7). If the OTech policy identifies the
firewall request as Exception, the user is required to provide justification (Figure

2.3.6).

‘o0 ® DTS:FirewallQuestionDialog

_ https;ffsemice-techn&ngy-qa.us.nnbmc com/arsys/forms/onbme-s/DTS%3AFirewallQuestionDialo. ..

Please provide the Service Request Mumber of the approved exception regueast. =

Exception Required due to .| =

Apply |  Cancel |

[Figure 2.3.6: Form for submitting the reason for exception request]

6 of 6 results Preferences v ] Refresh ]

..| Host Nam... IP - Source  Function... Host Nam... IP - Detina... Port

Add Application Host1 1*.134.182.10.1 Application Host1 134.192.10.1 80 - 65535 TCP Allowed
Add Application Host1 134.192.10.1 DB Host1 134.192.10.1 80 - 65535 TCP Allowed
Add User Public Host1 134.192.10.1 DB Host1 134.192.10.1 80 -65535 TCP Exception
Add Appliance Host1 134.192.10.1 DB Host1 134.192.10.1 80 - 66535 TCP Conditiona
Appliance  Host1 134.192.10.1 Appliance  Host1 134.192.10.1 80 - 65535 TCFP onditiona
Add Host1 134.192.10.1 Host1 134.192.10.1 80 - 65535 TCP

Report | SelectAll | DeSelectAll |

[Figure 2.3.7: Firewall entry result table showing Allowed, Exception, Conditional
policy]

3. To create multiple firewall entries, click on Copy Source IP or Copy Destination IP

and completed the following form.

Policy Details |
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| Conditions §

Allowed The source/destination functions selected by the user do not appear to
violate any known OTech security policies. It does not mean the request
will be approved as additional items will be taken into consideration
(such as port) but approval is likely.

Conditional | More information is needed by Security in order to make an approval
decision. The system will prompt the submitter to enter additional
information about their request.

Exception The source/destination functions selected by the submitter violate OTech
security policies. In order for Security to approve the firewall request, the
submitter must already have an approved Security Exception request for
the environment on file. The submitter is prompted to enter the Service
Request number for that approved Security Exception Request.

Invalid The source/destination functions selected by the submitter appear to be
invalid. The SRD treats this as an “exception” condition and the submitter
is told their request is likely invalid and may result in rejection of the
request. They are prompted to provide additional information.

<Blank> If the policy doesn’t show anything, it means that firewall policy condition
does not match with any of the above four conditions.

[Table 2.3: Firewall Policy table]

| o ] DTS:FirewallCopyDialog

https://service-tech nnlagﬁqa. us.onbme.com/arsys/forms/onbme-s/DTS%3AFirewallCo. ..

Host Namea IP Typa IP Address
| DestHost2 |iPva w0 [.fe | .t ]
MNet Mask Subnet Mask Address-1Pvd

Metwork j |.l'24 (255.255.255.0) ;I
_ Aeply |

[Figure 2.3.8: Form to create additional firewall entries by copying entries from source or

destination]

4. Click Save as Draft if additional information is being gathered to submit the request.
The request will appear in the list of requests in draft mode and can be submitted at

a later date.
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5. To view a summary of the information entered, click Summary. To print a summary,
click the Print link at the top right of the Summary page.

6. Click Submit to submit the Firewall service request.

7. Check the My Requests pane to ensure that your service request is submitted and
that the Status of the service request is Waiting Approval. Refer to the screenshot

below.

'hly Requests

Show |Al| =] (Q¥
« [ 14| 1-40f78

Firewall [new)
Request ID: REQO00002024012
Submitted: 3/21/2015 10:30:28 AM
For: Mike Monaghan
Status: Waiting Approval
Request Again | Cancel | Details

[Figure 2.3.9: My Requests pane showing the submission Firewall service request]
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